
Mantis(Linux)
https://medium.com/@AzureNinja/proving-grounds-mantis-d044d68bcf6c

https://rouvin.gitbook.io/ibreakstuff/writeups/proving-grounds-
practice/linux/mantis

 

Scan the ip
nmap -sS -sV -sC -A -T5 -p- -Pn 192.168.179.204
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I ran a gobuster  on this website, and it did find a few directories of interest:
gobuster dir -w /usr/share/seclists/Discovery/Web-Content/directory-list-2.3-medium.txt -u 
http://192.168.179.204/  -t 100
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/bugtracker  looks interesting. It brought me to a login page stating that the admin 
directory is a security risk.

I tried to access the /admin  panel but it didn't work. I took a look at the Github 
repository for this software and tried to access the other files within the admin 
panel, which worked:

https://github.com/mantisbt/mantisbt
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Also checking /config directory shows config_inc.php which is the application’s 
database configuration file. From a security perspective this is definitely a red 
flag. Even though we can not read the files, having access to install.php and 
being able to see sensitive files config_inc.php is clearly a poor security 
hygiene.

https://mantisbt.org/bugs/view.php?id=23173
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Finally, after spending a good amount of time trying a few different payloads, I 
found a few websites referencing CVE-2017–12419

an arbitrary file read vulnerability inside the install.php script. (I would’ve saved 
some time if I’d just searched “mantis bug tracker install.php vulnerability” it’s 
literally the first result on Google.)

grab the rogue server script from this GitHub repo and run it.

Mantis(Linux) 5

https://github.com/allyshka/Rogue-MySql-Server/blob/master/roguemysql.php


database config file we spotted earlier “config_inc.php”, sitting 
in bugtracker/config/. First place I’d check is Apache’s default web 
root: /var/www/html/bugtracker/.
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root

SuperSequelPassword

mysql --host=192.168.179.204 --port=3306 --user=root --password=SuperSequelPassword --skip-ssl
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administrator

prayingmantis
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There is the version number for MantisBT 2.5.2 and we are authenticated! This 
will make finding an exploit much easier now. Let’s google search mantisbt 
2.5.2 exploit.

creating a new configuration option. From the Configuration Report interface, I 
created a new configuration option named relationship_graph_enable and set 
its value to 1 (integer). This activates the graphing functionality.

Still within the same Configuration Report interface, we need to create another 
configuration option named dot_tool and set the value to bash reverse shell
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With those settings in place, start a listener on port 443. Once it’s running, 
visiting 

http://192.168.179.204/bugtracker/workflow_graph_img.php

will result in a reverse shell. This endpoint is what triggers the application to call 
the value we set in the dot_tool option.
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Local.txt

I like to bring over two of my favorite tools: linpeas.sh and pspy64. Pspy is 
especially useful because it captures processes that a normal user wouldn’t 
normally see, making it easier to spot scheduled tasks or scripts being 
executed in the background.

To transfer the tools, we can start a simple Python HTTP server then wget to 
download it.

By running pspy for few minutes (timeout 120s /tmp/pspy64), we can see a 
recurring process owned by UID 1000 executing 
/home/mantis/db_backups/backup.sh, which in turn runs a mysqldump 
command with clear‑text credentials. Since the script lives under 
/home/mantis/, it’s safe to assume UID 1000 corresponds to the mantis user.
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This didn’t show up in crontab -l or /etc/crontab, which makes pspy especially 
valuable here, it caught the execution directly when standard cron checks 
didn’t.

BugTracker007

mantis user pass

Proof.txt

We managed to switch users successfully! Now that we’ve got a new shell as 
mantis, I repeat my usual process: quick checks for user permissions, SUID 
binaries, and writable directories before doing anything else.

Nice, mantis has full permissions. The line (ALL : ALL) ALL means the user can 
run any command as any user on the system, with no restrictions. In other 
words, full sudo privileges.
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