
✅
Sorcerer(Linux)
https://viperone.gitbook.io/pentest-everything/writeups/pg-
practice/linux/sorcerer

https://medium.com/@ardian.danny/oscp-practice-series-60-proving-
grounds-sorcerer-fa37d7beee92

Scan the ip

nmap -sS -sV -sC -A -T5 -p- -Pn 192.168.176.100
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feroxbuster -u http://192.168.176.100  -w /usr/share/wordlists/dirbuster/directory-list-2.3-medium.txt

Port 80 shows a page with only '404 not found' displayed. Port 8080 takes 
us to Apache Tomcat/7.04.
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The link for the Manager App did not ask for authentication credentials like it 
normally does. It does provide us with a Access Denied page and also display 
the Tomcat default credentials of tomcat:s3cret .

We can store these later and possibly run these credentials against nikto  or 
gobuster  to see if we can enumerate further directories if required.

Port 7742 takes us to the following logon page which contains no identifying 
information apart from the name 'SORCERER' in the browser tab.
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Soon after feroxbuster  picks up the /zipfiles/ directory. On browsing to this we 
find the following files.

I downloaded the zip files which are not encrypted and browsed through each 
with the GUI. The max.zip folder contained the most interesting information.
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username="tomcat" 
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password="VTUD2XxJjf5LPmu6”
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Nice! We are in.

During enumeration, I immediately discovered an uncommon SUID binary.
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Local and Proof file
/usr/sbin/start-stop-daemon -n $RANDOM -S -x /bin/bash -- -p
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